Cyber Privacy & Crime Claims
3 COMMON EXPOSURES FOR BUSINESS

“I don’t have cyber exposures”, “My business is too small”, “I haven’t got a website”.
These are common responses when contemplating the effect of Cyber Privacy and Crime on a small to medium enterprise.
However, these three claims scenarios provided by the largest team of dedicated cyber underwriters, CFC underwriting Pty Ltd
(Lloyds of London) may surprise you and demonstrate the types of exposures we all face even as a small business not operating
on-line point of sale portals or advice on-line.

THREE FACTUAL CLAIMS SCENARIOS PROVIDED BY

1. Malware Theft

2. Ransomware

3. CEO Fraud

Hackers sent a phishing e-mail with a bogus word
document attachment to a member of the accounts
team within a small firm of accountants. Upon opening
the attachment, a piece of key logging software was
automatically installed which allowed the hackers to
gather crucial access data and then log into the firm’s
bank portal with the credentials of one of their users.

The head GP at a private doctor’s surgery switched on
his computer on a Monday morning to be greeted with
a message stating that every single patient record on
the network had been encrypted and that a sum of
$30,000 was to be paid in bitcoin in exchange for the
decryption key.

A fraudulent yet almost identical looking e-mail
address for the Managing Director of a medium sized
building contractor was created by fraudsters who
used it to instruct an individual in the accounts
department to make a wire transfer payment of
$50,000 to a new materials supplier. The e-mail
stated that the new supplier was being used to
source additional materials for a crucial job and that
payment had to be made urgently to secure delivery
of the goods.

The insured was contacted by the bank after the
hackers had initiated several wire transfers and
ACH batches from the insured’s account to accounts
located in Nigeria. After checking with the user whose
credentials had been used to instruct the transactions,
the firm instructed an IT forensics company to establish
what had happened and to remove the malware from
the system.
After managing to recall some of the wire transfers, the
firm were left with $164,000 lost in theft of electronic
funds and costs of $15,000 for IT forensics work.
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The insured contacted an IT forensics firm who
confirmed that the level of encryption meant that
it was going to be almost impossible to access the
data without the encryption key and that the only
other alternative was wiping the network of the
ransomware which could lead to all data files being
deleted. It had been a week since the last software
back up, meaning critical patient data would be lost
- and so the ransom was paid. Forensics were then
engaged to remove any remaining malware from the
network at a cost of $10,000.

The e-mail was sent whilst the MD was on holiday so
that no face to face verification could be made. The
account to which the funds were transferred actually
belonged to the fraudsters who were able to retrieve
the money before the transaction could be recalled.

There are so many different types of Cybercrime. Funds transfer fraud, extortion through ransomware
viruses, Identity theft, telephone hacking and phishing are some of the most prevalent types of
Cybercrime.
These types of losses and the subsequent system damage and business interruption can be insured. If
these circumstances occurred to you, do you have the resources and expertise to resolve the problem
and keep your business operating alone?
Importantly if you have any actual or suspected unauthorised access, attack or privacy breach Insurers
provide access to a 24/7 Response hotline, which can provide management and remote support of the
incident as soon as it occurs which can reduce the longer term costs as it enables experts to quickly
engage with external IT security to identify the event and size of potential loss through forensic
investigation and look to remove viruses quickly.
Experts can also help you to meet your regulatory obligations where a privacy breach has occurred.
A data breach will arise where there has been unauthorised access or disclosure of, personal
information where such information is lost in circumstances that are likely to give rise to unauthorised
access disclosure and cause serious harm to those affected (for example, leaving the laptop that holds
the company database on the train). These are known as ‘Eligible Data breaches’ under the Notifiable
Data Breach scheme. This scheme applies to agencies and organisations that the Privacy Act requires
to take steps to secure certain categories of personal information. If you are one of these it is important
to take the necessary steps to report and rectify the breach to avoid civil penalties if your obligations
are not meet and damage to your business reputation. Insuring this type of risk can provide you with
peace of mind that you will be assisted through the process and the heavy costs of notification and
restoration would be covered.

Thank you to CFC underwriting Pty Ltd for
providing the three factual claims scenarios.
MORE INFO abcountrywide.com/cyber-insurance
This advice and comments are provided in the capacity as your insurance broker and should not be construed as legal advice.
Separate legal advice relating to the interpretation and implication of this article for your individual circumstances should be obtained.
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INCLUDED PROTECTION
WITH CYBER INSURANCE
Privacy Breach
System Damage
Business Interruption
Computer Virus & Hacking
Computer Crime
Multimedia Liability
Breach of E-commerce
Statutory Duties
Extortion
Brand Protection
Personal Protection
Privacy Fines & Investigations
Privacy Breach Notification &
Loss Mitigation
Reward Cover

If you think your business is unnecessarily
exposed, contact Austbrokers Countrywide
for a Cyber Insurance quotation today contact
Austbrokers Countywide

T 1800 245 123 or 03 9835 1300
E info@abcountrywide.com.au

